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About Us

INSIDE Intelligence & Security Investigations is a multi-national private detective company, founded in 2014 thanks to 
the extensive experience of a group of professionals from the field of investigations. Its objective is that of supporting 
businesses in the managing of operational, strategic, financial and reputational risk, providing a wide array of services in 
the areas of investigations, intelligence, due diligence, forensics, cyber security, data and information security. 

It is Headquartered in Lugano, Switzerland and it operates in this country in accordance with an Authorization issued 
by the Cantonal Police – Republic and Canton of Ticino based on the Legge sulle prestazioni private di sicurezza ed 
investigazione (LPPS) of 9 Novembre 2020, for the activities of investigations and gathering of information on physical 
persons. INSIDE has offices in the main capital cities around the world: London, UK; New York, USA; Moscow, Russia; 
Dubai, UAE; Cape Town, South Africa; Hong Kong, China; Sao Paulo, Brazil.

In Italy, INSIDE srl has offices in Milan and Rome, and holds a licence issued by the Prefecture - UTG (Central Government Office 
in the Province) in accordance with article 134 of the T.U.L.P.S, for the activities of private investigations and business information. 

INSIDE is specialised in company investigations and supports businesses and organizations that wish to check the behaviour 
and reputation of their human resources and stakeholders, by carrying out employee investigations, Investigations on 
business partners and competition, compliance checks, investigations on financial fraud, IT investigations, and company 
security investigations.

Our goal is to identify illegal situations causing damage to our client’s company, and controversies, by elaborating and 
collecting irrefutable evidence that may be used during a trial. 

Complying with the law in force, with the principles of professional ethics and with corporate governance rules, we 
collect information, all over the world, that may be used for the evaluation of economic, financial and reputational risk 
of juridical and natural persons with whom our client may be doing business. This collection of information enables the 
preparation of strategies and techniques aimed at nullifying the threats affecting specific industries (pharmaceutical, 
automotive, insurance, finance, public administration…) and small businesses as well as larger organizations. 

Our investigations provide every piece of information about a company and its directors, its activity, history, administration, 
conflict of interest, financial liabilities, legal and judiciary history (compliance risk), and reputational risk.

Moreover, they include checks of the directors’ declarations, anti money-laundering compliance checks (AML), anti-
corruption and compliance checks according to FCPA e UKBA regulations, checks of sanctions against Iran and compliance 
with the USA Patriot Act and with the CFT, Countering the Financing of Terrorism. 

INSIDE’s services will prove very convenient in a scenario characterized by geopolitical risk (high-risk countries) regarding 
a transaction or an individual involved; this will include due diligence and supply chain checks before significant 
investments such as mergers and acquisitions are carried out, accomplishing an integrated compliance program.

INSIDE’s professionals carry out their investigations personally, ensuring high quality and clear deadlines, thanks to a 
network of operators covering the five continents and over 60 international languages, alongside native speakers that 
can capture the language nuances typical of a certain culture, this being a crucial factor for the success of an investigation.

We support businesses 
in their strategic decisions 
and we defend their rights and assets 
against fraud, abuses, and 
unfair competition.

About Us
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Risk Analysis and Evaluation

It helps determine quantitative and qualitative risks arising from potential sources of danger, in probabilistic terms, by 
mapping your security device (defined as the set of technologies, people, processes and infrastructures used for security), 
by evaluating each analysed area and analysing the gap between the current device and the one you expect to be supplied 
with, namely, once the threat analysis has been carried out, it is possible to measure the gap between the device currently 
in use and the needed to face the threat, with appropriate suggestions for mitigating or transferring risk. Risk types depend 
on the objective pursued by a company: they can be
• operational;
• financial;
• strategic;
• image-related;
• information-related.

This is achieved by always balancing efficiency, effectiveness and sustainability, and in compliance with the ISO/IEC 27002 
standard on information security.

Risk Assessment
Risk assessment, also known as risk analysis, is a process typical of risk management, aimed at identifying risks to be 
classified within a document named “General Risk Draft”, in order to guarantee the protection of corporate and financial 
assets. In general, the risk assessment methodology can be used whenever it is necessary to measure how dangerous 
an undesired event might be, by defining the priority and degree of urgency of the measures necessary to prevent and/
or monitor it. After listing the priorities, assets and activities to be protected are identified, then, the threats and the 
related risks connected to them are identified as well. Finally, the actions to contain such risks are defined using a strategic 
approach. 

Risk Assesment

Security management interpreted in this light prevents and counters threats to a company’s assets, interests and 
reputation with a 360-degree horizon. INSIDE regularly monitors and evaluates the risks connected to its activities 
and implements, with support from the Governance, the most suitable measures to neutralize and contain damage. 

The main functions of the Security Manager include:

• safeguarding and keeping corporate structures secure;

• the management and protection of personnel;

• formalisation of the internal procedures for company security;

• defending the image and reputation of the company;

• resolution of legal disputes;

• assessing the reliability of business opportunities;

• defining strategies for cost containment;

• organisation of events and business meetings; obtaining the professional certifications required by specific 

operational areas;

• building relationships with institutional bodies and/or policies for handling particularly sensitive matters;

• protecting computer networks, computer files and/or hard copies, as well as any other documents and/or

• information of a confidential nature;

• prevention of computer attacks that could endanger the company’s know-how.

SecuritySicurezzaSecurity
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It is a verification activity aimed at assessing a company’s overall level of security, not only at the physical level but 
also at the logical one, for the protection of assets and people, and for the security of personal data, conversations and 
communications. It is a multidisciplinary activity involving the analysis and verification of a company infrastructure’s 
physical and logical security. The evolution of threats, dynamics and ways in which these take place are the foundation of 
risk assessment, and they are meant to highlight the status of the security solutions already in place, the vulnerabilities 
that may exist, and the solutions to be implemented in order to reduce risk -that is the probability that a detrimental 
event occurs within a company- to its minimum.

Physical Security Assessment operations are divided in 3 phases:

1. Preliminary interview with the client, during a meeting and with questionnaires. It has 
two purposes: identifying critical business processes in order to guarantee their security 
and continuity, and shedding light upon incidents that might have occurred in the past and 
the related countermeasure track records that are used based on the experience. It is very 
useful in order to verify the level of corporate security, besides their use to counter the 
event occurred in the past. 

2. An inspection aimed at detecting, both within the company and outside, vulnerabilities 
in security systems, infrastructure, in access processes, and in the computer network. This 
is done by mapping assets, vulnerabilities, potential risks and their level. In particular, 
during this activity, the following operations are carried out: 
• Verifying the functioning of anti-intrusion systems, both in and out of the company’s 

premises.
• Checking the efficiency of video surveillance devices with respect to the policies 

regulating access to systems and contents, also in the light of compliance with the 
GDPR.

• Verifying the functioning of the access control systems in the company’s environments 
and the privileges assigned to the personnel based on their role and mansions.

• Assessment test on the company’s premises in order to evaluate the possibility that 
counter-intrusion systems may be eluded. 

• Electronic bug-sweeping, in order to detect environmental and phone bugs. 

At the end of these activities, the client will receive a detailed report regarding their 
outcome.

3. Developing strategies aimed at resolving the critical issues emerged, thanks to the 
implementation of countermeasures meant to reduce or mitigate risks affecting the specific 
business, and by verifying possible solutions to be implemented for the purposes of avoiding 
intrusion and wiretap, both at a physical and logical level, and by adopting access protocols 
for the company personnel.

A physical penetration test consists in the simulation of a real threat scenario, where a malicious actor tries to compromise 
the physical barriers of a company to gain access to infrastructures, buildings, systems, personnel and locations containing 
sensitive data. The objective is that of detecting, using an investigative method, a company’s overall security flaws before 
eventual malicious actors can discover and exploit them. By identifying these weak points, it is possible to implement 
proper mitigation measures in order to increase the overall level of security protecting a company’s business. 

When applied, this metodology includes 6 steps:
1. Information Gathering: acquiring useful data regarding the targeted system. This is done with inspections and 

reconnaissance of the premises and procedures regarding the personnel in place, with interviews with human 
resources and with the analysis of information collected from the so-called open sources (O.S.INT. – Open Source 
Intelligence).

2. Threat Modeling: identification, classification and analysis process of potential threats with a risk assessment and 
the planning of countermeasures. 

3. Vulnerability analysis: searching and analysing vulnerabilities.
4. Exploitation: exploiting the vulnerabilities detected, one may create access points leading to a system or an asset, 

while circumventing security restrictions. 
5. Post Exploitation: activities aimed at maintaining control over the structures targeted, after accessing them and 

circumventing their security restrictions.
6. Report: a report covering the activities carried out, with details of the results.

Security

Physical Security Assessment Physical Penetration Test

Security

www.inside.agency 
info@inside.agency

www.insideagency.ch 
info@insideagency.ch

LUGANO • LONDON • NEW YORK • MOSCOW • MILANO • ROMA • DUBAI • HONG KONG • CAPE TOWN • SÃO PAULOLUGANO • LONDON • NEW YORK • MOSCOW • MILANO • ROMA • DUBAI • HONG KONG • CAPE TOWN • SÃO PAULO

4140



Due to threats being increasingly more dangerous for companies, with the damage value amounting to twice as much 
as Italy’s GDP, it is necessary to implement appropriate cyber security practices in a company. Not only operational 
continuity is at stake, but also the ability to continue to compete on national and international markets. The objective 
is that of cyber resilience: identifying critical activities and the most probable risk scenarios by implementing the 
capabilities to detect suspicious security events, also preparing emergency plans. 

Managed Detection and Response (MDR) is a service aimed at obtaining cyber resilience in a way that is specifically 
managed to this purpose, supporting the companies that cannot handle internally the processes related to incident 
prevention and response. The Managed Detection and Response formula, which in summary consists in the outsourcing 
of the security activities, enables to face this evolution step in a way that is economically sustainable: its adoption allows 
the improving of the effectiveness of the security systems themselves. As a provider of MDR services, INSIDE can deploy 
highly competent analysts, specialised in the use of advanced security services and provides its clients with an array of 
services designed to improve a company’s defence while reducing risk, without the huge investment necessary for the 
construction of an internal team and the purchase of dedicated instruments.  

For instance, a primary role is covered by threat intelligence services, that allow to constantly monitor new threats and 
to adapt protection tools to face them. Our activity, from this perspective, grants access to a greater quantity of data and, 
as a consequence, it provides greater effectiveness in the contrast to cyber crime. Thanks to the constant monitoring of 
security events in the web, Managed Detection and Response services allow to adapt a company’s infrastructure to the 
legal requirements (GDPR) regarding the handling of data breaches, ensuring the complete fulfilment of the legislator’s 
standards. 

Below is a list of the services available.

Cyber Security Awareness
The best strategy against increasingly sophisticated cyber attacks is definitely cyber security awareness, thanks to the 
training regarding IT security. In effect, the majority of security incidents are due to human errors, confirming the idea that 
the so-called “H-factor”, the human factor, is still the weak point of a company’s cyber security. According to estimates, well 
80-90% of cyber incidents are due to human error, or wrong actions by the personnel. These can be involuntary mistakes 
due to negligence and lack of attention from the personnel within the company, but also voluntary actions by disloyal 
employees that carry out sabotage actions against their own organization. 

To this purpose, we created a series of educational paths focused on every-day topics, necessary to stimulate the right 
degree of awareness of certain behaviour may be detrimental to the entire company and can nullify efforts and investments. 
The service presented is based on an e-learning platform divided into three sections: 

Security

Managed Detection and Response (MDR)

Security

1. AWARENESS

This is an innovative e-learning system designed specifically for non-specialised personnel from public and private 
organisations. It is the first system based on training methodologies that use the most effective digital learning solutions. 
The system is designed to involve the entire organisation in an educational and stimulating learning path, characterised by 
a steady and gradual pace. 

2. PHISHING

This is an innovative anti-phishing training solution that produces effective results thanks to its training methodology 
based on experience. Based on automation and machine learning, it is designed for the personnel of public and private 
organizations, and it enables to keep “in shape” two crucial human defensive characteristics: readiness and reactivity. 
This result is achieved using a simulation of phishing campaigns that all users go through (receiving one mail per month). 
Different emails will be sent by the system to different users, and the difficulty level of each training will vary for every user 
based on his/her real performance. The system is the natural integration to training programs of the Awareness solution, 
and they increase an individual’s reactivity when facing phishing attacks. Given that the greatest dangers for organisations’ 
security are lying in wait in their employees’ and partners’ email boxes, phishing simulations personalized based on every 
user’s personal features, prepare employees and partners to change their behaviour and to promptly detect phishing 
emails. 

3. CYBER CHANNEL (optional)

It is a platform that publishes high-quality training videos (lasting form 5 to 8 minutes each) that analyse examples of cyber 
attacks/frauds on a monthly basis. The formats used are different (Cyber Detective, Break News, Sit-Com). Every video 
comes with a paper for further study that addresses in-depth the cyber event mentioned in the video. 

Cyber Security Control Room (CSCR)
The Cyber Security Control Room (CSCR) is the service meant to handle outsourced cyber security, designed for companies 
not including in their structure a team that can take care about issues in the cyber security field. CSCR operators can handle 
the security of a company’s assets and network in order to proactively defend the infrastructure from cyber threats coming 
from within the company or from the outside. 

The service enables to take proactive action, preventing and mitigating cyber attacks coming from the internet and from 
the company’s assets. This is made possible by the analysis of all relevant log sources produced by defensive assets, and of 
information coming from open-access sources (Open Source Intelligence), stored in an intelligence database. 

This service is provided by highly specialised and certified personnel, devoted to monitoring your infrastructure and able to 
use specialised tools even to carry out forensic investigations, when necessary. 
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Managed Detection & Response (MDR)
Managed Detection & Response (MDR) services include a h24/7 monitoring of threats, the detection of incidents, and the 
ability to mitigate and respond. They use a combination of: 
• Technology implemented at host and network levels;
• Advanced analysis;
• Threat intelligence;
• Expertise from professionals and analysts specialised in investigating and responding to the incident.

This technical solution can protect a client’s workstations, servers, and mobile devices form known and unknown threats; 
it features advanced functionalities, such as behavioural analysis and artificial intelligence that considerably increase the 
ability to detect and respond to malicious activities. 

The services are provided using a proprietary platform that ensures the monitoring of all endpoints, from servers to mobile 
devices. The Detection & Response service is active  H24/7and is managed by expert analysts. 

The two main moments are: 

1. DETECTION

An in- depth, broad-specturm analysis can block and contain the attack.

2. REMEDIATION

This activity has the purpose of implementig solutions to fix the system, to be run via the proprietary platform.

Our approach demands that, when responding to incidents, a significant contribution is brought by threat intelligence 
and artificial intelligence. In effect, the massive amount of information about threats, coming from the detection phases 
and derived from the attacker’s behaviour, has a predictive value, necessary to determine the attacker’s next move, his 
objectives and his motivations. Our platform joins the management of the protection form threats to PC, Mac, mobile 
devices and servers, so that all endpoints are properly secured. The platform collects data and conducts a real-time 
monitoring of all the devices in the environment; Thanks to its agents, it provides all the means to protect the endpoints, 
including mobile devices. 

The agents, or active modules, move in three directions:

Security Security

1. DETECTION & REMEDIATION:
• Analysis and correlation of data collected from sensors at the endpoints;
• Detecting threats and reconstructing the complete history of the attack;
• Real-time check against the proprietary database containing tens of millions of events; this enables an almost 

immediate response (taking few seconds) after the triage;
• The execution of one of the following responses:

o Remediation
o Killing dei processi
o Stopping the execution of a file
o Removing persistence mechanisms
o Putting a file into quarantine
o Removing the registry keys
o Isolating a device
o Adding the attacker’s domain/IP to the Database 

2. SUPPORT MODULE:

Its functions are:
• Replacing or supporting a third-party antivirus;
• Detecting new threats or evolving ones before they are executed, thanks to machine learning;
• Memory Exploit Mitigation: blocking zero-day vulnerabilitie;
• Ransomware block before encryption is executed;
• Block of fileless attacks, using PowerShell or DOT.NET;
• Direct endpoint control: centralised management of strategic endpoint functions, such as access to USB devices, 

network access, control over the hard disk’s encryption status. 

3. MOBILE AGENT:

It operates on Android and IOS devices and provides protection to devices based on behavioural analysis in order to detect 
suspicious activities, such as those of mobile apps, connections of abnormal network and vulnerabilities typical of the operating 
system. 
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Focus Ransomware
Ransomware is a particular kind of virus that has been gaining popularity over the last years. Their behaviour consists in 
infecting a device by encrypting the user’s data (documents, images etc) contained in the device itself, eventually demanding 
a ransom. After the payment, the user will be allowed to get the data back into a decrypted status. 

Since ransomware was first identified, their growth was exponential and many kinds of this worm virus were identified:
• Reveton;
• CryptoLocker;
• TorrentLocker.

This kind of virus should not be underestimated and, in some cases, may even stop a company’s production or cause a 
significant loss in terms of finance and image.

Infection Methods

Thanks to the analysis of Ransomware behaviour, it was noticed that the vectors most commonly used for their diffusion are 
emails pretending to come from fictitious service providers, and containing attachments that, once opened, infect the PC  and 
encrypt all data.   

Security Security

The service ensures the protection of individuals susceptible to attacks and violence, and possibly their families, by 
assisting them during their trips or simply in the course of ordinary professional activities, all without invading their privacy.

The protection plan is customised according to the Client’s needs and commensurate with the type and seriousness of 
the danger the subject is potentially exposed to by ensuring defence at any time, during any movement on national and 
international territories, roads, airports and ships, at work as well as at home.

To this end, the staff of INSIDE’s Security Division complies with stringent psycho-physical requirements and undergoes 
constant physical training as well as updates on new legal-regulatory, technical and psychological-social requirements of 
interest.

By resorting to the utmost confidentiality, discretion and professionalism, INSIDE’s Security Division offers driver services

for each specific need:
• long-term assignments;
• one-time events;
• personal security needs of managers, politicians, etc.;
• trips;
• transfers from airports;
• conferences or exhibitions; 
• transfers and consequent protection of individuals carrying personal items of value.

The staff is highly qualified, even thanks to constant and periodic training on safe driving.

Executive Protection

Security Driver
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Discover 
Intelligence Inside: 
the platform 
that will get you 
in-depth 
information.

Intelligence Inside

Intelligence Inside is the new e-commerce portal 
originated from the experience of INSIDE, the first 
international business security investigations agency, 
specialised in intelligence for corporate security, 
headquartered in Lugano and with 9 strategic branches 
in the main international Capital Cities.

Our Business Unit is entirely devoted to information 
and investigation services aimed at protecting 
credit and analysing reputational and compliance 
risk of potential partners, extraordinary corporate 
transactions, and potential managers to be hired. We 
provide fast and innovative solutions to handle risk 
in business transactions by developing innovative, 
technologically advanced intelligence services that will 
provide valuable information concerning competitors, 
partners, suppliers, and the global market.

Discover more:
www.intelligenceinside.com
ask@intelligenceinside.com
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CERTIFIED 
ISO 9001:2015  

INSIDE INTELLIGENCE & SECURITY INVESTIGATIONS S.A.
Via Serafino Balestra, 27 - 6900 LUGANO (Svizzera)
Nominal Capital: 100.000 CHF - No. IDI: CHE-477.518.587 IVA

Authorization issued by the Cantonal Police - Republic and Canton of Ticino 
in accordance with the Legge sulle prestazioni private di sicurezza ed investigazione (LPPS) 
of 9 November 2020, for the activities of investigations and gathering of information 
on persons.

www.inside.agency
info@inside.agency 

INSIDE S.R.L.
Corso Venezia, 8 – 20121 Milano (MI)

Authorisation to run a private investigations agency in accordance with art. 134 of the T.U.L.P.S. 
and  Decreto Prefettizio Prot. n. 14632/12B15E – Area OSP 1^ Ter, issued by the Prefettura di Milano 
(MI) Ufficio Territoriale del Governo, for investigative activities in the following fields: private, 
corporate, business, insurance, defence, exceptional legislation or Ministerial Decrees, 
and business information. 
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HEADQUARTER

OFFICES IN THE WORLD

SOUTH AFRICA - 
CAPE TOWN 
First Floor, Willowbridge 
Centre, 39 Carl Cronje Dr, 
CAPE TOWN, 7530
Tel. +27 87 550 23 25 

HONG KONG 
25 Westlands Rd., Quarry Bay 
Berkshire House, 24th 
HONG KONG, 2402-07
Tel. +852 5808 2950

USA -  NEW YORK
6800 Jericho Turnpike 
Syosset 
NEW YORK, 11791
Tel. + 1 929 476 0740

EMIRATES -  DUBAI 
Level 2
Central 1 Building
Dubai World Trade Center
Tel.  +971 4 523 2471

BRAZIL -  SAÕ PAULO 
Top Center Paulista Paulista 
Avenue, 854 Bela Vista - 10° 
floor, SÃO PAULO, 01310-913
Tel. +55 11 3197 5914

RUSSIA -  MOSCOW
31st floor, stroenie 1, bld. 3, 
Begovaya str, 
MOSCOW, 125284
Tel. +7 495 118 1472 

SWITZERLAND -  LUGANO
Via Serafino Balestra, 27

LUGANO, 6900
 +41 091 210 89 89 

UK -  LONDON 
Crown House, 72 
Hammersmith Rd 
Hammersmith, W14 8TH
Tel. +44 20 3608 3481

ITALY -  MILAN
Corso Venezia, 8
MILANO, 20121
Tel. +39 02 82 39 67 69

ITALY -  ROME 
Via Ludovisi, 35 
ROMA, 00187
Tel. +39 06 42 03 73 97

www.inside.agency
info@inside.agency 

www.insideagency.ch
info@insideagency.ch 

CERTIFIED 
ISO 9001:2015  


